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1 SUPPORTED AUTHENTICATION AND ENCRYPTION TYPES 

The Ralink WLAN utility on Mac OS X supports WPA/802.1x with RADIUS server and Funk Odyssey server. The 

multiple supported security types are subsequently shown. 

1.1 Radius Server  

 PEAP 

o EAP-MSCHAP v2 

o EAP-TLS 

o Generic Token Card 

 TLS 

 MD5-Challenge 

1.2 Funk Odyssey Server 

 PEAP 

o EAP-MSCHAP v2 

o EAP-TLS 

o Generic Token Card 

 TLS 

 TTLS 

o CHAP 

o MS-CHAP 

o MS-CHAP-V2 

o PAP 

o EAP-MD5 

o MD5-Challenge 



  802.1x Instructions on Mac OS X 

  

Ralink Technology Corporation,  2010  Page 4 of 11 Proprietary and Confidential 

1.3 Other 

 WPA-PSK/TKIP 

 WPA-PSK/AES 

 WPA2-PSK/TKIP 

 WPA2-PSK/AES 

 LEAP (default on Cisco AP) 

2 802.1X SETTING 

The 802.1x setting dialog box is opened when the Authentication/Encryption type is set to WPA/TKIP, 

WPA/AES, WPA2/TKIP, WPA2/AES or open/WEP with checked 802.1x. The subsequent figures show the dialog 

box with different settings. 

 

Figure 1 802.1x Setting Dialog Box - Authentication Type = WPA/WPA2 
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Figure 2 802.1x Setting Dialog Box - Authentication Type = Open, Encryption Type = WEP, 802.1x checked 

 

 

Figure 3 802.1x setting page overview 
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Figure 4 802.1x setting page overview 2 

3 INSTALL CERTIFICATE 

The Install certificate procedure on the Mac OS X is different from the install certificate procedure on the 

Windows OS. When authentication with the certificated server is successful on the Windows OS, IE 

automatically installs the certificate on the OS. On Mac OS X, the certificated server sends a certificate as a file 

and the user must install it manually. Please obey the subsequent steps to complete the installation of the 

certificate on Mac OS X. 

1. Login to the certificated server. The Keychain Access will keep a private key and public key if the login is 

successful. The keys are shown in step 8. 
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2. Click “Request a certificate”. 

 

3. Click “User Certificate”. 
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4. Click “Submit” without changing anything. 

 

5. Click “Install the certificate”. 
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6. A certificate is sent from the certificated server. Find the certificate and double click it to install it to the 

Mac OS X Keychain Access. 

 

 

7. A private key, a public key and a certificate are now put in Keychain Access. The private key and the 

certificate are used to connect with an 802.1x AP. 
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4 TLS SETTING SAMPLE 

A TLS connected setting sample is subsequently shown. 

1. Key-in the ID. 

 

2. Certification Selection and Private Key Selection. The correct private key and certificate must be used. 

There may be many pairs, but only one private key can decrypt the related certificate. 
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3. Click the “Always Allow” button. It will not be shown next time. 
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